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Access to information and communication brings 
with it a certain responsibility because as much 
as the world opens up digitally so does it open the 

darker side of human nature. A couple of issues are that 
there are many ’inappropriate’ websites that are easily 
accessible; moreover people use technology to abuse 
others. Cyberbullying is a word that is now mainstream 
– children sending each other hate messages by e-mail or 
cell phone or even setting up profiles on social networks 
that encourage others to harm, damage, humiliate or 
isolate people, including teachers. 

“Cyber-bullying involves the use of information and 
communication technologies to support deliberate, 
repeated, and hostile behaviour by an individual or group, 
that is intended to harm others”. [Accessed 4 February 
2009 Wikipedia]

So what to do about all of this in the educational context? 
The most pervasive technology of all is the cell phone and 
what a wonderful tool it is in a country as multilingual and 
diverse as ours, we love to talk or in the case of the Digital 
Natives, our children, text. But do we ban cell phones in 
schools? They are, after all, making the owner a target 
for theft besides possibly diverting attention away from 
school work. Do we filter the Internet to the extent that 
that only ‘white lists’ are used i.e. websites that have been 
pre-evaluated by teachers? Do we ban social networking, 
gaming and video streaming? Is this what education is 
about? One needs to remember that children and young 
adults are exposed to technology outside the school 
environment as well as within it, in much the same way 

that ‘adult magazines’ are available at every 
corner shop (albeit on a higher shelf). 

So what is a school to do? The challenge for 
teachers is to ensure that they are not only 
aware of the burgeoning tools available out 
there but they educate their learners in how 
and when to use them. Moreover they need 
to familiarise themselves with how these 
same tools can be used to enhance teaching 
and learning. Podcasts (downloadable audio 
clips) and RSS feeds (notifications of the 
latest information in any given field) have a 
wonderful use in education and need to be 
incorporated.  It also encourages plagiarism 
and teachers need to adapt their teaching 
style so that this does not happen. Information 

literacy is key to managing the new 
environment.

This further makes it imperative that parents 
themselves take responsibility and familiarise 
themselves with technology available and 
educate their children around responsible use, 
also including the possible risks.  The Web 2.0 
environment encourages sharing intellectual 
capital and the contribution to the knowledge 
pool. What a pity if this great opportunity is 
compromised through poorly managed use.

There has been much written on the topic of 
e-Safety  in recent years and there are several  
very important documents; Safer Children 
in a Digital World,  the Report of the Byron 
Review  published in the UK in March 2008 
available at  Ë http://www.dcsf.gov.za 
and also Enhancing Child Safety and Online 
Technologies published in the US in December 
2008 by the Berkman Centre for Internet and 
Society at Harvard University available at  
Ë http://cyber.law.harvard.edu/
pubrelease/isttf/extra.html. 
Moreover BECTA at  Ë http://schools.
becta.org.uk/ has an excellent section on 
e-safety, in particular developing an e-safety 
policy in a school – otherwise known as an 
Acceptable Use Policy or AUP of which there 
are many examples on the Internet.

Other strategies are the use of forensic 
software in a school environment. The object 

of this is to find the balance in educating children around 
the meaningful use of technology whilst monitoring their 
activity to ensure that there is no abuse. This is not to 
prevent access but for the school management team 
to identify who is accessing what, this for purposes 
of protection of the child and others.  A list of possibly 
dubious keywords or phrases is selected by a school and 
when these are used in any activity using computers, 
including within applications such as e-mail and word 
processing documents, the author is identified.  It is a tool 
that equips the school in managing inappropriate online 
behaviour. 

Locally the Meraka Institute,  Ë http://www.meraka.
org.za/, a division of CSIR, has been investigating how 

mobile technology can be used to support education. 
There is a parent and educator guide developed which 
is a useful and accessible tool for both.  Similarly there 
is the BKWEL poster developed by Grade 8 learners at 
Cornwall Hill College, both documents made available by 
Adele Botha, a Senior Researcher at Meraka.

Does your school have an e-Safety net?
Online safety and implications for schools

Technology is all pervasive in society; we unwittingly use it all the time. 
From drawing money at an ATM to passing through a toll-gate, computers 
enable these activities. We have to ask ourselves questions such as “is all 
information found on the Internet true?” “Are all the people I meet online or 

when using a cell phone really who they say they are?” 
“Are children safe when using technology?”

“Understanding the technologies/ Changing our 
behaviours/ Knowing the risks/ Making safe choices”
Ë http://www.standards.dcsf.gov.uk/
nationalstrategies

Finally, Europe is well on its way to creating e-safe schools. The website InSafe is an excellent resource and explains 
Safer Internet Day on 10 February 2009.  Ë http://www.saferinternet.org/ww/en/pub/insafe/index.htm

Some useful websites are: 

Byron Review	 Ë http://www.dcsf.gov.za

Berkman Centre for Internet and Society	 Ë http://cyber.law.harvard.edu/pubrelease/isttf/extra.html

Child Exploitation and Online Protection Centre	 Ë http://www.thinkuknow.co.uk

ChildNet International	 Ë http://www.childnet.int.org

Internet Watch	 Ë http://www.iwf.org.uk

Becta e-Safety	 Ë http://schools.becta.org.uk/

Ask About Games, parents guide to video games	 Ë http://www.askaboutgames.com/

Bullying UK	 Ë http://www.bullying.co.uk

Wired Safety	 Ë http://www.wiredsafety.org/


